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MUHOOpa3zoBaHusa PocToBckoii obnacTu
oT Ne

MH®OPMALIMOHHA S TTAMSITKA
JUTSI OBYUATIOIIXCS JUTSI PASMEILEHUS
HA OOUIMATILHBIX UHTEPHET-PECYPCAX

C KaxIOpIM TOJOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCA OoJblIE, a
IIKOJIbHUKM OJIHM W3 CaMbIX AKTUBHBIX TMOJib3oBaTtenerd Pynera. Mexnay tew,
NOMUMO OTPOMHOI0 KOJIMYECTBA BO3MOKHOCTEW, MHTEPHET HECET U MPOOJIEMBI.
DTa naMATKa J0JHKHA TOMOYb Te0e 0€301acCHO HAXOAUTHCS B CETH.

KomnreroTepHsie BUpYChI

KoMmnbroTepHslii BUPYC - 3TO Pa3HOBHJIHOCTH KOMIBIOTEPHBIX MPOrpaMM,
OTIUYUTEIILHON OCOOEHHOCTBIO KOTOPOM SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nomnonHeHne K 3TOMy, BUPYChl MOTYT MOBPEAUTDH WJIU MOJTHOCTHIO YHUUTOXKUTH
Bce (pailyibl U JaHHBIE, TOJJKOHTPOJIBHBIE TI0JIL30BATEI0, OT UMEHH KOTOPOTo Oblia
3amyllleHa 3apa)K€HHasl IporpaMMa, a TaKXKe MOBPEIUTh WIH AK€ YHHUUTOXKHUTb
OIEpaIMOHHYI0 CUCTEMY CO BceMH (aiiiamu B 1esoM. B OOJIBIIMHCTBE CilydaeB
pacnpoCTpaHAIOTCS BUPYChl UEPE3 UHTEPHET.

MeTobl 3a1UThI OT BPEAOHOCHBIX TPOrPAMM:

I. MHcnonw3yii COBpEMEHHBIE OINEPALMOHHBIE CUCTEMBI, HMEIOIINE
CEpbE3HBII YPOBEHB 3alIUThI OT BPEAOHOCHBIX TPOrPaMM;

2. IloctossHHO ycTaHaBnuBai mauTud (UudpoBBIE 3alIaTKH, KOTOPHIC
aBTOMATHUYECKU YCTAHABIMBAIOTCA C LEJIbI0 JOPAOOTKM MPOrpamMmbl) U ApPyTHe
OOHOBJIEHUSI CBOEW omnepauuoHHOM cucTembl. CkauMBail WX TOJBKO C
opummanbHoro  caiita  paszpaborunka OC. Eciu  cymiecTByeT — pexum
aBTOMATHUYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. PaboTait Ha cBoeM KOMMBIOTEpE TOJ TpaBaMu TMOJB30BATENs, a HE
aJIMUHHUCTPATOpa. DTO HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpPaMMm
WHCTAJUTUPOBATHCS HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

4. Vcnonb3yit  aHTUBUPYCHBIE MPOrPAMMHBIE MPOAYKThl  M3BECTHBIX
MIPOU3BOJUTEIICH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub (pU3NYECKUN AOCTYI K KOMIIBIOTEPY JJIsl IOCTOPOHHUX JIULL;

6. Mcnonp3yil BHEIIHUE HOCUTEIU MH(OpMAIUK, TaKUe Kak (Ielika, JUCK
WK Qailn U3 UHTEpHETa, TOJBKO U3 MPOBEPEHHBIX HCTOYHUKOB,;

7. He oTkpbiBall KOMIbIOTEpHBIE (ailiibl, MOJyYEHHbIE M3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpbIE MPHUCHAN TBOW 3HAKOMBIN. Jlydllle yTouHH
y HEro, OTIPaBJIsl JIU OH TeOe uX.

Cetru WI-FI

Wi-Fi - 970 He BUj nepeaavn aHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpPEH/I,
mapka. Eme B 1991 rony Humeprnaniackas KOMMaHUSI 3aperHCTpUpOBaia OpeHIT
«WECA», uto o6o3nayano cioBocoueranne «Wireless Fidelity», koropsrii
NEPEBOAUTCS KaK «OECIPOBOIHAS TOUHOCTDY.



Jlo Hamiero BpeMeHu JoluIa Apyras abopeBuatypa, KOTopast sIBISIeTCS TaKOH
xKe TexHojoruend. Jto abOpeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO AaHO C
HAMEKOM Ha CTaHAapT BbIcHIeH 3BykoBoil TexHuku Hi-Fi, 4yto B mnepeBoje
03HAYaeT «BBICOKASI TOUHOCTHY.

Jla, 6ecruiaTHBIM MHTEPHET-AOCTYI B Kade, OTENISIX U a’ponopTax SBISETCS
OTJINYHOM BO3MOJKHOCTBIO BBIXOJAa B MHTEpHET. HO MHOrue sKcnepThl CUMTAIOT,
yT0 obmeaoctynHbie Wi-Fi ceTu He SBIAOTCS 6€30MacHbIMHU.

CogeTsl 110 6€3011aCHOCTH pa0dOTHI B 00IIEA0CTYHBIX ceTax Wi-fi:

1. He mepenaBaii cBOIo JTMYHYIO HHpOpMaIHio depe3 obrienoctymnubie Wi-Fi
cetu. PaboTtasi B HUX, JKeJaTeIbHO HE BBOJUTH MAPOJHU JTOCTYIIA, JIOTHHBI M KaKue-
TO HOMEPA;

2. Ucnionb3yit u OOHOBIISAM aHTUBHPYCHBIC TIPOTpaMMBbI U OpanaMayep. Tem
caMbIM Thl 00€30MmacuIlb ce0sl OT 3aKa4KU BUPYCa Ha TBOE YCTPOMHCTBO;

3. Ilpu ucnonb3oBanuun Wi-Fi otkmoun ¢ynkuuoo «OOmmi goctyn K
daiinam u npuHTepam». JlaHHas (yHKIUS 3aKpbiTa MO YMOJTYaHUIO, OJIHAKO
HEKOTOPBIE MOJIH30BATENIM aKTUBUPYIOT €€ JIsl yA00CTBa UCTOJIb30BaHUsI B paboTe
WM yueoe;

4. He ucnonws3yit nyonuunsiii WI-FI nns nepemaud JUYHBIX JTaHHBIX,
HaIpuMep, U1 BbIXOJIa B COLUMAIIBHBIE CETH WIIH B 3JIEKTPOHHYIO MTOYTY;

5. Mcnonb3y#i TOJIbKO 3aiuineHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-apeca BBOAM UMEHHO «https://»;

6. B mobunsHOM Tenedone orkmoun pynknuto "lloakmrouenne k Wi-Fi
aproMarnuecku". He momyckail aBTOMaTHUYECKOTO MOJKIIOYEHUSI YCTPOMCTBA K
cerssm Wi-Fi 6e3 TBoero cormacus.

CounanbHbie CETH

CounalibHbI€ CETU aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIIOAU PabOTaIOT
U )KMBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBan Muinapa 4ejioBeK,
YTO SIBJISIETCA OJTHOW CEIBbMOM BCEX JKUTEJEH IJIaHeThl. MHOTHE MOJIB30BATENN HE
MOHUMAIOT, YTO MH(OpMaIKs, pa3MelleHHas UMHU B COITMATBHBIX CETAX, MOXKET
ObITh HaliJlcHa W HCIOJb30BaHA KEM YTOJHO, B TOM YHCJIE HE 0053aTeNbHO C
OJIariMH1 HaMEpPEHHUSMHU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIIMANIBHBIX CETSIX:

1. Orpanuup cnucok npy3ed. Y TeOs B ApPYy3bsiX HE JOJKHO OBITh
CIIy4YalHBIX U HE3HAKOMBIX JIIOJIEH;

2. 3amuimai CBOIO YaCTHYIO >XKW3Hb. He ykaspiBali mapoiu, TenedoHSHI,
aapeca, JaTy TBOETO POXICHUS ©  JPYryl0 JUYHYIO  HWHGOPMAIHIO.
310yMBIIUICHHUKYA MOTYT MCITOJIB30BaTh JaKe HHPOPMAIIUIO O TOM, KaK Thl U TBOU
POJUTEINH IIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amuinaii CBOIO pemyTaluio - JCpKH €€ B YUCTOTE W 3ajaBail cebe
BOIIPOC: XOTeJ ObI ThI, YTOOBI JPYTUe€ MOJb30BATEIN BUACIIH, UTO ThI 3arpyKaemib?
[Togymaii, mpexie 4eM 4TO-TO OMyOJIMKOBATh, HAITUCATh U 3arPy3UTh;

4. Eciu Thl TOBOPULIB C JIIOABMH, KOTOPBIX HE 3HAElIb, HE UCIIOJIb3YH CBOE
peanbHOE UMS U JIPYTYIO JIMYHYI0 MH(OpMAIUU: UMs, MECTO >KUTENIbCTBA, MECTO
y4eObl U poyee;



5. U3beraii pazmemnienus ¢ororpaduii B IHTEpHETE, T/I€ TH M300pakeH Ha
MECTHOCTH, [0 KOTOPOW MOKHO ONPEAETUTH TBOE MECTOIIOJIOKEHHUE;

6. [Ipu peructpauuu B COUMAIBHOM CETHU HEOOXOAMMO HCIIOJIb30BATh
CJIOKHBIE MApPOJIU, COCTOsIIUE U3 OYKB U IMU(PP U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

7. Jlna couMalbHOM CceTH, TMOYTHI M JAPYrUX CaTOB HEO0OXOIUMO
WCIIOJIb30BaTh pa3Hble mapoyu. Toraa ecinu Tedsi B3IIOMAIOT, TO 37I0YMBIIIIEHHUKH
MOJIy4aT JOCTYM TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DIIEKTPOHHBIE IEHbI' U

DONEeKTPOHHBIC JEHBIH - 3TO OYEHb YAOOHBIN CHOCOO TUIaTeXeH, OJIHAKO
CYIIECTBYIOT MOIIEHHUKHU, KOTOPBIE XOTAT MOIYUYUTh 3TH JICHBTH.

DJIIEKTPOHHBIE JICHBI'M MOSIBUIIMCh COBCEM HEIABHO M UMEHHO HM3-3a 3TOr0 BO
MHOTHX FOCYyAapCTBAX JI0 CHX MOP HE MPOMMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (DyHKIIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, I/
WX pPa3JIeNIAI0T HAa HECKOJBKO BHJIOB - AaHOHMMHBIE U HE aHOHUMHbIE. Pa3Huna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3periaeTcs MPOBOJAUTH Olepanun 0e3
UJEeHTU(PUKAIIMY TTOJIB30BaTENs, @ B HCAHOHUMHBIX WJEHTU(PUKAIUS TOJIb30BaTENs
ABIIAETCS 00S3aTENBbHOM.

Taxke cienyer pasnuyaTh dJEKTPOHHBbIE (UATHBIE JEHBIU (paBHbBI
rOCYJapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE HedUaTHbIE JACHBIU (HE PaBHBI
rOCyapCTBEHHBIM BAJIOTAM).

OcHOBHBIE COBETHI IO 0€30TaCHOM padOTe C AICKTPOHHBIMU JICHbIAMHU:

1. TlpuBsoku K cyeTy MOOWIBHBIA TeneoH. DTO camblii yAOOHBIA U
OBICTPBIA CTOCOO BOCCTAaHOBUTH JOCTyn K cduery. [lpuBsizanHbIil TenedoH
MOMOXET, €CIM 3a0yJelllb CBOM IUIATEXKHBINM Maposib WM 3aiifiellb Ha CalT C
HE3HAKOMOI'0 YCTPOWCTBA;

2. Ucrionb3yit omHOpa3oBeie mapoiu. llocme mepexoma Ha YCHUICHHYIO
aBTOpU3alNIO0 TeOe yxe He OyJeT YrpokaTh OMAaCHOCTh KPaXkM WJIM TepexBaTa
MJIATEAKHOTO MAPOJIS;

3. Beibepu crnoxubiii maposis. [IpectynmHukam OyaeT HE HPOCTO yrajaTh
CJIO’KHBIN mapoJib. HaiexxkHble mapoJid - 3TO MapoJiv, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB W BKIIOYAIOT B CE€OSl CTPOUYHBIE W TIPOIMHUCHBIE OYKBBI, HUPPHI H
HECKOJIBbKO CHMBOJIOB, TAKME KaK 3HAK Jl0JUIapa, (yHTa, BOCKJIMIIATEIbHBIN 3HAK U
t.11. Hanpumep, $tROng!;

4. He BBOJIM CBOM JINYHBIE JAaHHBIE HA CalTax, KOTOPBIM HE JIOBEPSCIIIb.

DJIEKTpPOHHAS TIOYTa

DJIEKTPOHHAS MOYTa - 3TO TEXHOJOTHUS U MPEIOCTABIAEMbIE €10 YCIYyTH IO
MEPECHIIKE U MOTYUYEHHUIO JIEKTPOHHBIX COOOIICHHH, KOTOPhIE PaCIPEACIISIIOTCS B
KOMIBIOTEpHOU ceTh. OOBIUHO HJIEKTPOHHBINM MOYTOBBIA SIUK  BBITJISIUT
clelyrouuM o0pa3oM: UMsl_Todb30BaTeasi(@ums_omeHa. Takxe Kpome nepeaadu
MPOCTOr0 TEKCTA, UMEETCS BO3MOKHOCTh NIepeaBaTh (PpaiJibl.

OcHOBHBIE COBETHI IO 0€30I1aCHOM padOTe C AIECKTPOHHOU MOYTOM:

1. Hamo BwIOpaTh mNpaBUIBHBIN IOYTOBBIM cepBUC. B HHTEpHETE eCTh
OTPOMHBIN BBIOOP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYYIlIEe IOBEPSThH TEM,
KO0 3HACIIb U KTO MEPBBIN B PEUTUHTE;



2. He yka3biBaii B IMYHOU 1o4uTe TUUHYI0 nHpopmanuio. Hanpumep, mydre
BbIOpaTh «My3bIKaNbHBIN _(panat@» mm «pok2013» Bmecto «temal 3y,

3. Ucnonb3yit ABYXATanmHYyK aBTOPHU3aLMI0. DTO KOrja MOMHMMO MapoJis
HY>KHO BBOJUTH KOJI, ITPUChUIaEMBbII 10 SMS;

4. Be1bepu CJI0KHBIN TapoJib. [[J1s1 KaXK10r0 MOYTOBOTO SIIIMKA JTOJDKEH OBITh
CBOM HAJICKHBIN, YCTOMYUBBIN K B3JIOMY MapOJib;

5.Ecnu ecth BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMUHBIA BOIPOC,
UCIIOJIb3YH 3Ty BO3MOKHOCTb;

6. Uconb3yil HECKOJBKO TIMOYTOBBIX SIIUKOB. IlepBBIif 1711 YacTHOMH
NEPENUCKU C aJpecaTaMy, KOTOPBIM Thl JOBEpSCIIb. DTO 3JIEKTPOHHBIN aapec He
HAJI0 UCIIOH30BATh MIPH PETUCTPAINK HAa PopyMax U calTax;

7. He oTkpwiBail ¢aiiibl U Ipyrvue BIOKEHHS B MUChMaX, JaXe €CIIM OHU
IOPUILIM OT TBOUX Apy3eil. Jlydille yTouHM y HUX, OTIPABISIM JU OHU TeOE 3TU
(aiinbr;

8. Ilocne oxoH4aHWsl pabOTHl HA TMOYTOBOM CEpPBHUCE TMEPel 3aKPHITHEM
BKJIQJIKU C CAUTOM HE 3a0y/1b HaXKaTh Ha « BEIATHY.

KubepOymuHTr min BUPTYaJIbHOE U3/I€BATEIIHCTBO

KubepOymumuar -  mpeciienoBaHue  COOOIICHHSIMHU,  COAEp KaIIUMU
OCKOpOJIeHHS, arpeccuto, 3alyTUBaHUE; XYJIUTAHCTBO; COIIMATIbHOE
OOMKOTHUPOBAHUE C TTOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOEPOYITHHTOM:

1. He Opocaticsa B 6oii. JIydmmii crmoco6: mocoBeToBaThCs Kak ceOs BECTH H,
€clii HEeT TOro, K KOMy MOXKHO OOpaTHTbCs, TO BHadajie YCHOKOUThCA. Eciu Thl
HAYHEUIb OTBEYaThb OCKOPOJCHMSIMHM Ha OCKOPOJEHHS, TO TOJBKO emie OoJbIie
pa3oXOKeIb KOH(IIUKT;

2. YnpaBnsii cBoeil kubeppenyTauuei;

3. AHOHUMHOCTh B ceTH MHHMas. CyIecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJUTaHCKUH 00pa3 BUPTyallbHOM >ku3HHU. MHTepHeT
(buKcHpyeT Bce TBOM JEHUCTBHUSI M COXpaHSET UX. YJaIUTh UX OyJeT KpaiiHe
3aTPYAHUTEIBHO;

5. CobGnroail CBOIO BUPTYJbHYIO YECTh CMOJIONY;

6. UrHopupyit enunuyHbld HeraTuB. (OJHOpPa30BbIE OCKOPOUTEIbHBIC
COOOIIeHHsT JIy4lie WrHopupoBatb. OOBIYHO arpeccusi TMpeKpamiaercss Ha
Ha4daJbHOM CTaJINH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMHU COOOIIICHUSIMU, B
COLIMAJIBHBIX CETSX €CTh BO3MOYKHOCTh OJIOKMPOBKM OTHPABKA COOOILIEHHH C
OIPENIEIICHHBIX aIPECOB;

8. Ecnu ThI cBUaeTeNb KHOEpOyIMHra. TBOM AEMCTBUS: BBICTYIIUThH MPOTUB
IpecieaoBaTens, NoKa3aTb €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
NOJAJIEPXKaTh KEPTBY, KOTOPOW HYKHA ICHXOJIOTHYECKash MOMOIIb, COOOUIUTH
B3pPOCIBIM O (PaKT€ arpecCUBHOTO MOBEICHUS B CETH.

MoO6unbHBIN TenedoH

CoBpeMeHHbIe cMapTQOHBI U TUIAHIIIETHI COJIEPKaT B ceO€ BIOJHE B3POCIbIN
GyHKIHMOHAN, W TENeph OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH



KoMmnbioTepamu. OJIHAKO, CPEJCTB 3AIIUTHI ISl MOJJOOHBIX YCTPOMUCTB MOKA OYEHb
Mano. TecTupoBaHME H TOUCK YSI3BUMOCTEd B HHUX MPOUCXOJUT HE Tak
MHTEeHCUBHO, Kak s [1K, To ke camoe kacaeTcsi U MOOUIIbHBIX MPUIIOKEHUH.

CoBpeMmeHHbIE MOOUJIbBHBIE Opay3epbl YK€ NPaKTUUYEeCKH JIOTHAJIU
HACTOJbHBIE aHAJIOTH, OJIHAKO pacliMpeHue (yHKIMOHAIa BIEYET 3a CcoOoM
OOJIBIIYIO CIIO)KHOCTh U MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMUTENM BBITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE
KPUTHUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMNCTB.

OcHOBHBIE COBETHI /JIs 0€30MAaCHOCTH MOOMJILHOTO TeleoHa:

Huuero He sBisercst mo-HacrosiiemMy OecriaTHeIM. bynib ocTOpokeH, Beab
Korja Tebe mpenararoT OecryIaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIEC YCIYTH;

Hymaii, npexze uem otapaBuTbh SMS, poro unu Bugeo. Tsl TOUHO 3HAEIIb,
re oH" OyyT B KOHEUHOM UTOTE?

Heo6xon1mo 0OHOBISATH OMEPAllMOHHYIO CUCTEMY TBOErO cMapTQoHa;

Hcnonb3yit aHTUBUPYCHBIE TTPOTPaMMBI JJIs1 MOOMIIBHBIX Telle()OHOB;

He 3arpyxaii mpuiokeHusi OT HEM3BECTHOTO MCTOYHUKA, BEAbh OHU MOTYT
COJIEp>KaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUCHHE;

[Tocne Toro kak Tkl BBIMACIIL C CalTa, TJI€ BBOJWJ JIMUYHYIO MH(OpMAIHIO,
3aiiiu B HACTpOKH Opaysepa u yaainu cookies;

[Tepuonnuecku mpoBepsii, Kakue IIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOit HOMEp MOOUIBLHOTO Tele(OHa TOJIBKO JIOISM, KOTOPBIX ThI
3HAellb U KOMY JOBEPSECIIb;

Bluetooth momkeH OBITH BBIKIIIOYEH, KOT/IAa Thl MM HE TOJb3yemibcs. He
3a0bIBail HHOTIa TPOBEPSITH ITO.

Online urpst

CoBpeMeHHbIE  OHJAWH-UTPHI - OATO  KpacouHble, 3axXBaThIBAIOIIUE
pa3BiedeHusi, 0ObEIUHSIONIUNE COTHU THICAY YEJIOBEK MO BceMy mupy. Urpoku
UCCIIEAYIOT JaHHBIM UM MHp, OOLIAIOTCSA APYr C JIPYrOM, BBINOJHSIOT 3a/laHusl,
CpaXaroTCsl ¢ MOHCTpPAaMHM U TIOJYYarOT OIBIT. 3a YJAOBOJILCTBUE OHHU TUIATST:
MOKYMNAaloT JUCK, OTUIAYMBAIOT a0OHEMEHT WJIM MPUOOPETAIOT KaKKe-TO OMIIUH.

Bce 3T cpenctBa uayT Ha NOAJIEPHKAHUE U PA3BUTHUE UTPBI, & TAKKE HA CaMy
0€30MacHOCTb: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
nat4¥ (MuQpoBbIe 3aIIaTKU TSl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogoOHbIX Wrpax CTOUT OMNAacaTtbCsi HE CTOJIBKO CBOMX COINEPHHUKOB,
CKOJIBKO Kpa)Xd TBOErO MapoJisi, HA KOTOPOM OCHOBAaHA CUCTEMa aBTOPHU3ALMU
OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MMaCHOCTU TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu npyroil Urpok BeneT ceds MI0X0 WM CO3[aeT TeOe HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. Tloxanyiics aAMHHHCTPATOpaM WIpPhl Ha IUIOXO€ TIOBEIEHUE 3TOT0
UTPOKA, KEJIATETHbHO MPUIIOKUTh KaKUe-TO J1I0KAa3aTEIbCTBA B BUJIE CKPUHOB,;

3. He yka3biBaii muunyto nHboOpMaInio B ipodaiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UI'PE;



5. He ycranaBnmBait HeopuIMaabHBIC TATIYH H MOJIBI,

6. Mcnonb3y# CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jaxe BO Bpemsi WUrpbl HE CTOMT OTKJIIOYaThb aHTUBUpYyC. Iloka TbI
Urpaellb, TBOM KOMIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WM KpaXka TUYHBIX JaHHBIX

OOBIYHON Kpakell JeHer U JOKYMEHTOB CETOAHS YK€ HUKOTO HE YJIMBHIIIb,
HO C PAa3BUTHEM HWHTEPHET-TEXHOJOTUN 3JO0YMBIILICHHUKH TEPEMECTUIINCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JIETIOM.

Tak mosBUIach HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBA WM (DUIIUHT,
TJIaBHasg 1eJb KOTOPOTO COCTOUT B MOJYYEHUM KOH(PHUACHUUATbHBIX JIaHHBIX
MOJIB30BATENICH - JIOTUHOB U maposieir. Ha anrnmiickom si3bike phishing uuraetcs
kak ¢umuHT (0T fishing - peiOHas moBis, password - mapob).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cienn 3a cBoMM akkayHTOM. Eciy TeI momo3peBaenip, 4TO TBOSI aHKETA
Oblla  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpPOBaTh €€ W COOOIIMTH
aJIMUHHUCTpPATOpaM pecypca 00 3TOM KaK MOKHO CKOPEe;

2. Ucnionw3yii 6e30macHble BeO-CailThl, B TOM YMCIIe, HHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonw3y#t cnokHble U pa3Hble mapoiu. Takum oOpazoM, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJy4aT JOCTYI TOJHKO K OJIHOMY TBOEMY
npouIIIo B CETH, a HE KO BCEM;

4.Ecnu Tebs B3nOMaNMd, TO HEOOXOAMMO TMpEAYINpeauTh BCEX CBOMX
3HAKOMBIX, KOTOpbIe 100aBJIEHBl y TEOS B IPYy3bsiX, O TOM, YTO T€Os B3IOMAIH U,
BO3MOKHO, OT TBOETO UMEHH OYAET pacchliaThCsl CIIaM U CCHUIKM Ha (DPUIIUHTOBBIE
CalThI;

5. YcranoBu HazaexHbid napois (PIN) Ha MoOWIIbHBIN TenedoH;

6. OTKJII0YM COXpaHEHUE Maposisi B Opay3epe;

7. He oTkpsiBail ¢aiipl U Ipyrue BIOKEHHUS B MUCbMaxX, JaXe €CIIM OHU
IOPUIILIM OT TBOUX Apy3el. Jlydine yTouHM y HUX, OTIPABISIN JU OHU TeOEe 3TH
Gbaitibl.

Hudposas penyranus

[udposas pemyTarusi - 3TO HETaTUBHASI WM TO3UTHBHAS HWH(OpMAIus B
cetu 0 Tebe. Kommpomerupyromas wuHbopmMainus, pa3MeniecHHass B HWHTEPHETE,
MOXXET CEPbhE3HBIM 00pa30M OTPA3UThCS Ha TBOEH peayibHOW xu3HU. «l{udposas
pemyTaius» - 3TO TBOM UMUK, KOTOPBIA (opMupyeTcst u3 nHpopMauu o Tedbe B
UHTEPHETE.

TBoe MecTo KUTENhCTBA, Yy4eObl, TBOE (PUHAHCOBOE TOJIOKEHHUE,
OCOOEHHOCTH XapakTepa U paccKasbl O OJM3KUX - BCE 3TO HAKAIIJIMBAETCA B CETH.

MHorue noApOCTKHA JIETKOMBICIEHHO OTHOCSTCS K NyOJUKAlMU JIMYHOU
uH(popmaiuu B MIHTepHETe, HE MOHMMAas BO3MOXKHBIX MOCiencTBUM. Thl qaxe He
CMOKEIIb J0rajgaTbcsi 0 ToM, 4yTo doTorpadus, pa3MeiieHHas 5 JIeT Ha3all, cTaja
NPUYMHON OTKAa3a MPUHATH T€OS Ha padoTy.

Kommenrapuu, pazmenienre TBoux ¢otorpaduii U gpyrue AeUCTBUS MOTYT
HE MCUYE3HYTh Ja)Ke IOCJe TOro, Kak Thl MX YJajiulllb. Thl HE 3HAECIIb, KTO
COXpaHW1 3Ty HH(OpMalnMio, Tomajga JU OHAa B IIOUCKOBBIE CHUCTEMBI H



COXpaHWIACh JU OHA, a IJABHOE: YTO MOJIYyMAalT O Te€O€ OKpPYXKAaIoLIUE JIIOAHU,
KOTOpbIE HAWAYT W yBUAAT 3T0. Haiftu nHdopmamnmnio MHOTO JIeT CIyCTsS CMOKET
J1000# - Kak U3 100pbIX NOOYXIEHUW, TaK U ¢ HAMEPEHUEM MPUYUHUTH Bpel. DTO
MOXKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI O 3aIIUTE HUPPOBOM permyTalUu:

1. [Togymaii, mpex e ueM 4To-To MyOJIMKOBATh U NepeaaBaTh y ceOs B Oore
WU B COLMAIILHOM CETH;

2. B nactpoiikax mpoduiisi YCTaHOBU OTpaHUYCHHsS] Ha MPOCMOTP TBOETO
npo(uIIg U €ro COACPKUMOTO, CAeNIall €ro TOJNBKO «IUISl Ipy3ei»;

3. He pa3smemaii u He yka3biBail HHGOpPMAIIHIO, KOTOpas MOXET KOTO-Tu00
OCKOPOJIATh MK OOMXKATh.

ABTOpCKOE IPaBO

CoBpeMEHHbIE IIKOJbHUKH - AaKTUBHBIE II0Jb30BAaTEIU  LHU(PPOBOIO
npoctpaHcTBa. OJHAKO JaleKko HE BCE 3HAIOT, 4YTO I[OJIb30BAaHUE MHOTMMU
BO3MOXHOCTSIMM  LM(ppoBOro  Mupa TpeOyeT  CcOONIOAECHHS  TIpaB  Ha
MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMHH «UHTEIUIEKTyajdbHasi COOCTBEHHOCTH» OTHOCHUTCS K pa3IMYHBIM
TBOPEHHUSIM YEJOBEYECKOTO YMa, HauyMHAsi C HOBBIX HM300pETEHUH U 3HAKOB,
0003HavyaroIUX COOCTBEHHOCTh Ha MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dboTorpadusiMu, KHHODUIbEMAMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMH.

ABTOpCKHE TpaBa - ATO MpaBa HA HUHTEIUIEKTYyaJIbHYI0 COOCTBEHHOCTb Ha
IIPOU3BEICHUS HAYKH, JINTEPATypPbl U UCKYCCTBA. ABTOPCKUE IPaBa BBICTYIAIOT B
KayecTBe TapaHTUU TOTO, YTO WHTEIIEKTYaJlbHBIM/TBOPUECKUM TPy aBTOpa HE
OyIeT HampacHbIM, JacT €My CHpPaBEAJIMBBIE BO3MOXHOCTH 3apaloTaTh Ha
pe3ynbTarax CBOEro TPYyJAd, MOJYyYHTh W3BECTHOCTh W Npu3HaHue. Huxro 06e3
paspelieHus aBTopa HE MOXKET BOCHPOM3BOJUTH €ro  MPOU3BENCHHUE,
pacnpocTpaHsaTh, MHYOJUYHO JE€MOHCTPUPOBATh, NPOJABATh, HMIIOPTHPOBATH,
NyCKaTh B MPOKAT, MyOJIMYHO HCHOJIHATH, IMOKA3bIBATH/UCIONHATh B 3dupe umm
pa3memats B IHTEepHeTe.

Hcnonb3oBaHne «MHUPATCKOro» MPOrpPaMMHOrO  OOECTIEUEHUS MOXKET
OPUBECTH K MHOTMM pHUCKaM: OT NOTEpU JaHHBIX K TBOUM AaKKayHTaMm [0
OJIOKUPOBKHU TBOETO YCTPOMCTBA, IJie YCTAHOBJICHA HEJerajibHas mporpamma. He
CTOUT TaKXe 3a0bIBaTh, UTO CYLIECTBYIOT JIETaJbHbIE U OECIIaTHBIE MPOrPaMMBbl,
KOTOpBIE MOYKHO HANTHU B CETH.

O noptaine

CereBr4OK.p( - TBOM IIaBHBIA COBETUHK B CETH. 3JI€Ch Thl MOXKEIIb y3HATh
0 0€30MaCHOCTH B CETH MOHATHBIM U JOCTYIIHBIM SI3BIKOM, & MPU BOSHUKHOBEHHUH
KPUTHYECKON CUTyallu OOpAaTUTHCSA 3a COBETOM. A TakXKe NPHUHATH y4yacTHE B
KOHKYpCaXx M CTaTh CaMbIM IIU(MPOBBIM IPAKIAHUHOM!



